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1. How many unique wireless SSIDs are in scope? 

There are 2 SSIDs broadcasted for devices.  

2. Are internal network servers and workstations in scope? If so, how many are there? 

Yes, approximately 10 servers are the target, however any non-production resource may 
be used and GUC will provide a list of IPs that are considered off limits. 

3. Is email phishing or related social engineering in scope? 

No, we are willing to accept that someone dedicated will eventually land on our network. 
In that regard we will allow you to place a compromised machine on our network. 

4. How many unique hosts are on the four identified SCADA networks? 

There are approximately 8 hosts. No PLCs are in scope for this test. 

5. How many internal web applications are in scope? 

Five internal applications are in scope. 

6. Is testing of any external facing systems or applications in scope? If so, please describe. 

           Only one of the systems identified should be accessible from an outside IP address. That 
           system happens to be our customer self-service web application. That application is in 
           scope 


