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SECTION 1 – SECURITY MANAGEMENT POLICIES 
As companies operate in increasingly competitive 
domestic and global markets, effective security policies 
are essential to protect both company and customer-
related information. RAMTeCH has viewed this as a 
strategic focus for the company for many years and 
places particular importance upon the protection of 
information, which is increasingly stored and processed 
electronically. We recognize that an accredited security 
policy is necessary for securing compliances with 
relevant legislation, protecting customer 
confidentiality requirements, and maintaining 
customer confidence. 
 
RAMTeCH’s philosophy concerning client information security can be summed up as “providing a secure 
platform for all RAMTeCH and customer data, protecting the company employees, assets, information, 
integrity, and reputation from potential threats.” RAMTeCH adheres to ISO standards and by virtue of it, 
ensures that this confidential information is not misused. The purpose of information security is to enable 
information to be shared between those who need to use it at the client’s behest while protecting 
information from unauthorized access and loss. The basic principles of client information security that 
RAMTeCH always applies are: 
 

 Confidentiality: Protect information from unauthorized access or use 
 Integrity: Safeguard the accuracy and completeness of information and processes 
 Accessibility: Ensure that information is available to authorized people when it is needed 

 
RAMTeCH is certified for ISO/IEC 27001:2013, which is for Physical, Data, and IT Security and has stringent 
Information Security Management System Policy (ISMS) that are formal documented policies and 
procedures to provide secure platform and environment for all RAMTeCH and client data. Additionally, it 
protects data and information integrity and reputation from potential threats, while protecting all 
company employees and assets. This system also includes information back-up processes and procedures 
as well as a comprehensive business continuity strategy and plan. 
 
Our security systems, protocols, policies have been audited on a regular basis by the ISO certifying 
organization, BSI Management Systems, as well as many of our customers and were found to comply – 
we have never failed an audit, nor have we ever had a security breach of any kind in the 29-year history 
of the company. 
 
RAMTeCH’s Information Security Management System (ISMS) consists of the following major 
components: 
 Organization and Management 
 Personnel Security 
 Information Security – Internal Controls and Processes 
 IT Security – Network Connections (Internet, Firewalls, Intrusion Detection) 
 Physical Security  
 Information Back-up and Disaster Recovery 
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 Business Continuity 
 
Each of the components listed above are outlined in more detail below: 

 

1.1 Organization and Management 
Consists of the following organizational roles, responsibilities, and processes: 
 Dedicated organization managed by Chief Information Security Officer (CISO) 
 Core committee is responsible for management, performance, and review of all security systems 

every six months (or as required)  
 Formal “Information Security Forum" (ISF) instituted with roles and responsibilities aligned to ISMS 

policies 
 Forum reviews and discusses the overall security including risk analysis & assessment, mitigation 

planning and implementation 
 Incident response team (IRT) in place 
 Information, Asset Categorization & Control 
 Regular reviews of information security function, policies, & procedures 
 Periodic review of incidents by CISO  

 

1.2 Information Classification 
The classification of data and documents is essential to differentiate between the value of information 
and whether it is highly sensitive and confidential. Whenever data is received, stored, created, or 
amended they are always classified into appropriate sensitivity levels as detailed in the chart below. 
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Company Confidential: Highly sensitive assets and documents related to RAMTeCH e.g., investment 
strategies, business plans, sensitive customer information, Intellectual Property, Employee information, 
finished proposals, etc. are classified under this category. Disclosure or loss of this information could 
seriously affect the organization. The company’s confidential information has very restricted access and 
is kept secure. Such information is not copied or removed from the organization’s operational control 
without specific authorization. 
 
Client Confidential: Information related to clients (past or present), but under the custody of RAMTeCH 
e.g., their test data, programs, project artifacts, legacy source data & databases, and client information 
are shared among cross-functional departments or project execution groups are classified under this 
category. Disclosure of this information could seriously affect the reputation and image of the 
organization. This information is made accessible based on a need-to-know basis only. This information is 
shared with the employees after relevant authorization from the project heads.  
 
Internal: Information approved for internal circulation within the organization such as internal 
communications, Project Reports, shift schedules, presentations, job vacancies, quality reports, etc. are 
classified under this category. Disclosure of this information would inconvenience the organization or 
management but does not affect the reputation and image of the organization. Security at this level is 
controlled at normal. 
 
General: Information in the public domain, annual reports, RAMTeCH website, press releases, media 
content and conference presentations, brochures, etc. is classified under this category. This information 
has been approved by the Executive Management for public use. Security at this level is minimal. 
 
1.2.1 Connectivity and Data Transfer 
We have point-to-point links between our office in India and Client locations across the globe with security 
and encryption. All our FTP/sFTP servers are behind the firewall. We have secure FTP /sFTP servers for 
hosting the project data. RAMTeCH will carry out FTP/sFTP transfers using these links. In addition, we can 
also transfer the data through VPN as per Client requirements. 
 
1.2.2 Confidentiality Agreement 
All RAMTeCH staff sign a confidentiality agreement (proprietary information agreement) as part of their 
initial conditions of employment. This may be included in the Code of Ethics and Acceptable Use Policy 
Agreement that establishes the principles of conduct that all employees are expected to observe. Contract 
personnel and other staff such as maintenance staff, security etc., who are not already covered by an 
existing confidentiality agreement are required to sign the Non-Disclosure Agreement prior to being 
granted access to any Information Processing areas. The agreement is reviewed when there are changes 
to the terms of employment or contract.  
 

1.3 Personnel Security & Background Checks 
Consists of the processes and policies employed for hiring, onboarding, and managing personnel: 
 Comprehensive reference and background check and verification for each new employee 
 Required security training for all new employees 
 Mandatory security awareness training at least once every six months for all employees 
 Competency tests are conducted to evaluate the effectiveness of training 
 Non-disclosure & confidentiality agreements signed by employees 
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 Client specific agreements signed by individuals as required 
 Security briefing and consequences for non-compliance 
 Security permanent ID card badge & photo ID for all employees 
 Address verification of employees every six months 
 Visitor sign-in and photo ID verification 
  Visitors must be accompanied by manager as well as Visitor & House Logs are maintained 
 Since many of RAMTeCH employees hold Indian Passports, we rely upon the Indian Government for 

the verification process. The following is an overview of the processes used by  
 RAMTeCH for background investigation:  

 An employee, who is issued an Indian passport which is issued by the Regional Passport 
Authority, Government of India, is a through criminal background check. The passport issue 
process involves police verification and hence is considered as a valid criminal check record. 
The police clearance certificate is taken from the Regional Passport Office. Alternatively,  

 A Police Verification Certificate can be taken from the police department if the employee does 
not hold a valid passport. 

 (or) In the case where the passport and/or police clearance certificates are not available in a 
timely manner, RAMTeCH performs background checks through a private security agency who 
will certify the individuals 

 
Disciplinary process in place and communicated to employees during induction, security awareness 
programs. Whilst focused here for disciplinary action following security breaches, it can also be dovetailed 
with other disciplinary reasons.  Hence HR disciplinary process covers information security in the manner 
required for the ISO 27001:2013 standard. Formal disciplinary process in place for any type of information 
security breach, as you would expect it needs you to clearly communicate to the employees (think 
inductions, reviews, team meetings etc). There are three levels in the formal disciplinary procedure 
depending upon the gravity of the case and/or the on-going nature of the misconduct. 
 
 Level One –Verbal warning 
 Level Two - Written warning 
 Level Three Formal – Termination 

 
Acceptable use Policy: All the employees shall adhere to the acceptable usage of facilities such as systems, 
Email and Internet provided to them, that in-turn facilitates for a secure and productive working 
environment. Employees of RAMTeCH accessing company electronic-mail services are not supposed to 
use or access an electronic-mail account assigned to another individual to either send or receive 
messages. If there is need to read another's mail (while they are away on vacation for instance), message 
forwarding, and other facilities are used instead. However, in case of exigencies, approval from the 
competent authority is taken for user privileged transfer of viewing and accessing the emails. 
 

1.4 Information Security – Internal Controls and Processes 
Consists of the various tools and policies employed to secure information: 
 All administrative functions on RAMTeCH machines are controlled by our own IT department 
 Secure network domain & login and password policy. All passwords are changed every 45 days 
 User access control and rights authorized by CISO - No shared User ID’s including System 

Administrators 
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 The CISO reviews user access rights on fortnight basis and System Admin ensures that all access 
permissions granted to the employees are removed when circumstances change, and all the 
permissions changed are recorded in the review of existing accounts logs 

 Encrypted file and data transfer - Based on client requirements we will encrypt the data viz. PGP 
encryption AES 256 Bits and WinZip AES 128 Bits 

 All data at rest or in transport is encrypted using AES with 128bit /256 bit/PGP encryption 
 Controlled access with segregated and dedicated project areas, servers, workstations, & LAN’s 

(exclusive as required) 
 Restricted access and use of servers, data storage, and internet.  No wireless LAN or Bluetooth 
 Limited menu and submenu options for individual uses 
 Limited or ‘No’ access to internet or personal emails 
 Employees are not authorized to download or install any kind of software or applications 
 Clear desk and screen policy  
 All removable media and associated ports are disabled on all production systems 
 Personal devices like cell phones, cameras, laptops, recorders are NOT allowed into client and 

project areas 
 Secure email and FTP/sFTP servers 
 Security and anti-virus software 
 Periodic critical updates and security updates for servers and desktops 
 Logging and audit of data changes 
 All our Employees access the network within the secure office premises only 
 RAMTeCH implements multifactor authentication (MFA) for the system administrator and select IT 

staff in order to access the servers for any kind administration or maintenance.  System 
administrator gets a push or OTP notification to access the server 

  RAMTeCH implements multifactor authentication (MFA) in order to access their email 
accounts. Email users are enabled with MFA authentication to access their emails. Users 
get a push or OTP notification to access their email. 

 At RAMTeCH removable media drives are disabled (CD, USB, and Floppy drive etc.)  
 Clock synchronization to all the clocks of desktops and security systems is enabled and verified 

periodically. 
 The clocks of all relevant information processing systems within the organization or security domain 

are appropriately synchronized with Indian Standard Time (http://www.indiaforum.org) on every 
fortnight 

 Critical and sensitive systems are isolated from the production network segments using subnet 
masks, VLAN etc., 

 

1.5 IT Security – Network Connections (Internet, Firewalls, Intrusion 
Detection) 
Consists of tools and policies employed to manage secure external access to system and information: 
 Limited internet access 

 Proxy server used for logging and monitoring 
 Authorized users are only given access to specific required sites or are allowed through VPN 

 External connections and VPN 
 Primary production work done onsite - No remote access 
 External access for customers must be approved by CISO 
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 VPN is controlled using one-time password authentication – token device or a public or private 
key system with a strong pass phrase 

 When actively connected to network, VPN will force all traffic over VPN tunnel – all other traffic 
will be dropped 

 VPN users are automatically disconnected from the network after 30 minutes of inactivity 
 Secure sFTP for delivery and data transfer 

 Firewall and intrusion detection and protection 
 Hardware firewall to prevent and detect unauthorized intrusions 
 Networks are separated by subnet by project 

 
We do have capability of implementing 2-factor authentication for both production/administrative 
access. Employees access the network from within the secure office premises only. We are using Duo and 
performing a 2-factor authentication for the users to access the machines assigned. 
 

1.6 Physical Security 
Consists of physical security measures that are implemented to safeguard personnel and prevent 
unauthorized access to critical assets, systems and information that reside in the office building: 
 Compound walls and gates are used to restrict access to the facility for safety and security reasons 
 24 x 7 Security Guards, CCTV Surveillance (Client Specific) 
 Three level security systems (Permanent ID check at main building entrance, Security check at 

premise entry and Access control with Face recognition reader at entry) 
 Physical Security Perimeter- entire office space and building premises divided into various security 

zones 
 Access into the facility is controlled via multiple access controls (Thumb impression, face 

recognition, employee swipe ID card and physical lock system). Only individuals with valid 
credentials can enter the office through turnstile at the main entry and through swipe cards 
assigned to certain client and project security zones 

 Demarcation of project areas (Client Specific) 
 All personnel, vendors, sub-contractors, and visitors are to display visitor passes within the facility 
 All visitors, contractors, and vendors must register at the security their laptops, mobile phones, etc. 

before entering the facility 
 Visitor sign-in and photo ID verification. Visitors must be accompanied by manager as well as “Visitor 

& House” logs are maintained 
 Secured storage devices, controlled access to physical media 
 Proper destruction and disposal of paper and electronic media 
 Random exit search as well as security checks are performed to ensure compliance 
 All areas (doors and windows) are locked when it is not in use 
 At RAMTeCH office we do engage third party for data; hence no access is given to any third parties.  
 Regular security drills are carried out, which essentially include training on fire fighting and 

inspection of the office premises 
 The critical location like Server Room is fitted with smoke detector to raise an alarm in case of any 

smoke 
 The manual alarm switches provided at different locations to notify the fire  
 Appropriate fire-fighting equipment and other countermeasures provided and suitably located on 

site  
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All personnel within the facility are required to display their 
employee ID cards or visitor passes. Security guards are 
placed at the entrance of the office and blocks 24/7 and are 
required to check the employee IDs. All blocks have 
electronic access controls. Employee ID cards are used to 
authorize entry into these blocks. At a minimum, person 
entering the block, time in and time out are recorded and 
maintained. In case, a person from other cross-functional 
department wants to enter the block, he or she needs to 
identify himself by writing down his name, business 
purpose, time in and time out in the logbook placed with 
the security guard. 
 
Security guards are used to protect the office and facilities. 
These third-party security guards are at the entrance of the 
facility and at each block. Each security guard will have to sign 
an NDA and a confidentially agreement.  
 

1.7 Information Back-up and Disaster 
Recovery 
Consists of processes and procedures for backing up and 
storing information: 
 All Client data received backed-up “as-is” when 

received 
 All Client data deliverables backed-up “as delivered” upon delivery 
 Servers, storage, data directories backed-up daily, weekly, and monthly 
 Secure, offsite storage for weekly and monthly backups 
 Data storage is password protected 
 Production data backed up automatically according to predetermined schedule 

 
System and project data is backed up in accordance with industry procedures and standards. Daily, 
weekly, and monthly backup are taken at a specific time. These project backups are completed per the 
policy guidelines. The following retention period is applicable for the project backups. 
 

Backup Retention Period 
Daily 1 Week 

Weekly 1 Month 
Monthly 1 Year 

 
Project backup media are stored in fireproof safes within the facility. One key is kept with an authorized 
person in the office and the other at an offsite location (RAMTeCH Noida Office). The name of the 
authorized person and the key number are labelled on the safe. A detail logbook is maintained within the 
safe with the directory structure of files and backup. 
 
An additional copy of the backup is kept at our RAMTeCH Noida Office. Only authorized personnel have 
access to these backups. 
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1.8 Privilege Management 
At RAMTeCH, all data system users have a unique identifier ("User-ID") for their individual use only. 
Procedures for Defining, Identify and authenticating User IDs are: 
 The employee code is assigned a User ID 
 Users are assigned unique User IDs and have specific access rights 
 All systems including PCs in the production area have a BIOS system level password to prevent 

anyone from changing the setup 
 Only authorized users will be able to access the server after successful user authentication 
 Allocation and use of access privileges are restricted and controlled based on the procedures 

detailed below: 
 Development of privilege profiles for each system based on intersection of user profiles and 

system resources 
 Granting of privileges based on these standard profiles 
 A formal authorization process from Chief information security officer (CISO) for any 

additional privileges 
 As per the password policy users are required to change their random and complex initial 

passwords at their first login 
 Store and transmit passwords in encrypted form only 

 
The network/server access is provided for groups not for individuals. All the operators and technicians are 
grouped into users. Every technician is given access to his or her home directory. The Supervisory group 
is given access to all project-related specifications and source data along with Incoming and outgoing 
communications on a need’s basis by the Project Manager. 
 
RAMTeCH follows passwords, which have 15 characters minimum, and the complexity of the password 
include lower case, number, and a special character. As per the password policy, all passwords are 
changed every 45 days. Complex passwords should be maintained on the systems transmitting, 
processing, or storing any project data 
 
While creating and using password, these are the Don’ts that needs to be taken care of:  
 Don't reveal a password over the phone to ANYONE  
 Don't reveal a password in an email message  
 Don't talk about a password in front of others  
 Don't hint at the format of a password (e.g., "my family name")  
 Don't share a password with family members  
 Don't reveal a password to co-workers while on vacation  
 Do not use the "Remember Password" feature of applications (e.g., Outlook, Messengers). 
 Do not use the same password for RAMTeCH accounts as for other non-RAMTeCH access (e.g., 

personal ISP account etc.).  
 Do not share RAMTeCH passwords with anyone, including administrative assistants or secretaries. 

All passwords are to be treated as sensitive, Confidential RAMTeCH information.  
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Secure Log-in: To keep the data secure and confidential, the data or application is not displayed until 
successful log-on. 

 
If the user login or password is input wrong, then login is rejected through validation procedure. 
Passwords are not transmitted in clear text. No display of passwords as entered (passwords are masked). 
In total only up to 5 unsuccessful logons are permitted.  

 
If there is a suspicion of someone compromised the user account password, then change the password 
immediately. After resetting your password, report the incident to head/incident response team of 
Information Security. 
 

1.9 Media Disposal 
Disposal of assets shall be done based on the clearance taken from the asset owner. Clearance shall 
include that there is no confidential information in the system/asset/equipment or if such information 
exists, special tools shall be used for erasing the sensitive information. Shredders shall be used to destroy 
the documents that contain information that is confidential or internal in nature. After receiving 
confirmation from the concerned Project Manager, the disposal of Media will take place per the following 
methods: 
 Obsolete optical media, such as CD-R, CD-RW, DVD-R, DVD-RW etc., are destroyed or defaced so 

that the data is unrecoverable. 
 Printed material containing sensitive, data are destroyed in a safe and systematic manner, such as 

shredding or burning. 
 Furthermore, disposal procedures recognize that records stored on electronic media, including 

tapes, and disk drives present unique disposal problems in that residual data can remain on the 
media after erasure. Since that data can be recovered, additional disposal techniques, such as 
multiple security wipes are to be applied to remove sensitive information. 

 

1.10 Backup Media Disposal 
The destruction of backup data will be carried out after the completion of contractual obligations including 
any warranty periods or 6 months whichever is earlier, as per the above-mentioned process. Necessary 
communication for confirmation will be sent to the client, after completion of time period. 
 

1.11 Employee Separation (Exit Process for Leavers)/Role Change 
When staff are off boarded at RAMTeCH we have a process to ensure that access privileges are 
immediately revoked for employees leaving the company for whatever reason or moving to a 
new job role internally.  For all the employees who leave the organization, apart from the access 
rights removal including physical access, we communicate to the clients for removal of user 
access on the last day of their working.  Proximity cards and system access are retrieved and 
decommissioned immediately. 
Each employee that is off boarding must go through a thorough clearance process to obtain a 
clearance certificate. This is required in order to obtain clearance.  This process includes returning 
of proximity cards. 
 
When the employee notifies RAMTeCH of their last working day, the project manager notifies 
the customer that an employee will no longer require access their system and the date that this 
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will take effect, whether it is immediate or at a future date.  This includes conditions when the 
work is completed, and the employee no longer has a need to retain access to the system 
 
CISO in consultation with Information Security Forum shall oversee inclusion of appropriate security 
clauses and procedures in Job Change/Job termination procedures for suspect employees of RAMTeCH 
and ensure that appropriate and timely actions are taken so that internal controls and security are not 
impaired by such occurrences. The procedures will include but not limited to: 
 
 Recovery of all documents, issued keys, borrowed IT equipment (e.g., laptops, data media) and 

company ID Card. 
 Revoking/deleting of all entry and access rights held by the RAMTeCH staff. This includes external 

access authorizations over data communications equipment. If, in exceptional cases, several 
persons shared one access right to an IT system (e.g., by using a common password), the access 
rights are altered upon termination of employment by one of those individuals. 

 It is explained explicitly to the departing person that all confidentiality agreements remain in force 
and that no information obtained in the course of his /her work may be disclosed and if need be, a 
separate undertaking is taken. 

 Updating of contingency plans if the departing staff member was assigned functions under the plan. 
 

Optionally, all entry and access rights relating to IT systems may be revoked even for the period from 
giving notice of termination to actual termination of employment, and in addition, the individual 
concerned may be prohibited from entering rooms requiring protection such as data center etc. 

 

1.12 Incident Management 
This policy is intended to develop, communicate, and implement formal methods and procedures for 
detecting and reporting incidents relating to exceptional situations in day-to-day administration of IT and 
information security related areas of RAMTeCH. RAMTeCH's network administrators will be monitoring 
for intrusion and security events. In case of any intrusion, it will be immediately brought to the notice of 
the Incident Response Team (henceforth referred to as IRT) or immediate Manager (who will alternatively 
inform the IRT). The IRT in turn will report to Chief Information Security Officer (CISO) for immediate action 
on the incident. Any incident will be categorized into various levels - high, medium & low. If the incident 
is categorized as high and impacting the business, it will be immediately communicated to the client. Since 
Inception, RAMTeCH did not have any security breaches. 
 An incident may be detected by anybody in the organization. The concerned personnel shall 

immediately bring it to the notice of the Incident Response Team (henceforth referred to as IRT) or 
immediate Manager (who will alternatively inform the IRT). 

 The IRT in turn will report to CISO of the incident.  
 The incidents may also be reported to the CISO directly through email or verbal communication and 

in case of non-availability of CISO, the incident is escalated to Operations Head.  
 The incident reporting forms are available at all security posts, and all the employees are made 

aware of the availability and its usage.  
 ‘Information Security Issue’ once logged and assigned to a department may be modified and 

reassigned to another department. 
 These ‘Information Security Issue’ logged can be read by the ‘Incident Response Team (IRT)’ 

member from the department to which it has been assigned AND the same forwarded to the CISO 
as required. 
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 The IRT member will do closure of ‘Information Security Issue’ from the department to which it has 
been assigned. If needed, the CISO can also close it. 

 Basic statistics (number of Issues logged and closed, overall and by department) will be available for 
review by the CISO and all ISF members. 

 Problems arising due to faults in EPABX systems, access control system not working, problems with 
access control cards, air conditioning not working & other kinds of physical & admin related Issues 
are reported to the admin department. 

  Formal event reporting processes and procedures are in place, Actions to be taken and points of 
contact are defined. Issues/Problems are resolved as defined. 

 

1.13 Antivirus policy 
End-point security software is deployed across all Desktops, Servers, and Laptops with regular definition 
updates and scanning across servers, Desktops, and Laptop Computers to prevent from any kind of 
spyware/malware /virus/worms damaging RAMTeCH data and its client’s data to check any other 
vulnerability. 
 
SYSADMIN is responsible for deployment of anti-virus software and maintaining the Anti-virus system. All 
the desktops used by staff, Laptop computers and server computers connected to the network are up-to-
date anti-virus product installed and running. 
 
Antivirus activities are centrally managed. New viruses represent a continual threat, requiring continual 
research to plan proactive measures against them. It is the responsibility of SYSADMIN to install and 
update the anti-virus software on desktop computers in facility, laptops of RAMTeCH employees and on 
servers. 
  Anti-virus software scanning engine and the virus pattern files are kept up to date. The time of 

updating the virus patterns is minimized. The latest virus definition files are automatically updated 
on all workstations & servers 

 All computers of RAMTeCH including servers, desktops & laptops have standard and supported anti-
virus software installed 

 The virus scanners are scheduled to run to scan for viruses at every day at predefined schedule. 
 Virus-infected computers are removed from the network as soon as they are identified, until they 

are verified as virus-free 
 Any activities with the intention to create and/or distribute malicious programs into and from 

RAMTeCH networks (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.) are prohibited & 
protected 

 Scans are performed on incoming and outgoing emails to avoid phishing etc., 
 The Host Intrusion Prevention component of End point security prevents applications from 

performing actions that may be dangerous for the operating system, and ensures control over 
access to operating system resources 

 The Web Threat Protection component of End point security protects incoming and outgoing data 
that is sent to and from the computer over the HTTP and FTP protocols and checks URLs against the 
list of malicious or phishing web addresses 

 The Web Threat Protection component of End point security intercepts every web page or file that 
is accessed by the user or an application via the HTTP or FTP protocol and analyses them for viruses 
and other threats 
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Firewall usage and controls in place to detect intrusions or unauthorized access to the IT 
environment 
 
Network perimeter is protected by the deployment of a hardware firewall to prevent/detect malicious 
intrusions of unauthorized persons. In addition, a proxy server having built-in firewall is also installed for 
Internet access. 
 
Access is restricted to limited sites on a need basis. Logs are maintained and periodically checked for any 
type of internal/external intrusions. 
 
The servers are placed in locked racks, which in turn are kept in server room that is protected by proximity 
cards. Only authorized personal are allowed to enter the server room. Any unauthorized access can be 
checked from the logs for proximity cards. 
 
Vulnerability Scanning: Vulnerability and Patch Management notifies IT administrators about the status 
of patch installation and enables them to run reports on scans, look for potential weak spots, track 
changes and gain extra insights into the organization’s IT security as well as on every device and system 
across the corporate network. Information about existing exploits and known threats as well as CVEs 
(common vulnerabilities and exposures) are also available. Automated vulnerability scanning enables 
rapid vulnerability detection, prioritization, and remediation 
 
Updates and patches for all the desktops and servers are downloaded and managed through End point 
security servers. All updates are cross verified during the monthly maintenance checks. Before 
distribution, these can be tested to ensure they won’t impact on system performance. 
Should a vulnerability event occur that may affect client data, RAMTeCH will notify the customer 
within 24 hours.  The customer will be notified both by email and verbal communications.  The 
process for the response is dependent on the security event. 
 
At RAMTeCH we do have a formal process for identifying threats and vulnerabilities. Prevention 
is the first priority. Threats analysis and risk evaluations are carried out on a continuous basis. 
We have a hardware firewall at the perimeter level and any identified threats and vulnerabilities 
remediation to fix this is immediate.  Since Inception, RAMTeCH has not had any security 
breaches. However, in the case of any incident we will notify the client within 24 hrs of time. 
 
Should a vulnerability event occur that may affect client data, RAMTeCH will notify the customer 
within 24 hours.  The customer will be notified both by email and verbal communications.  The 
process for the response is dependent on the security event. 
 

 
1.14 Business Continuity 
Consists of formal processes and protocols for business continuity in case of event that disrupts normal 
business functions. 
 Formal COB plan defined in ISMS policy 
 Risk identification, impact analysis, and mitigation plans 
 Emergency management team and call tree established 
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 COB site definition and activation including regular testing and live drills 
 COB checklist, maps, contacts 
 Business resumption plan 
 Process measurements and ongoing COB process improvement to mitigate risks 

  
Protecting Against External & Environmental Threats: Emergency procedures describe how to respond 
to an environmental disaster situation and other problems, which may result in the declaration of a 
disaster and activation of the recovery plan. The procedures described in this document are applicable to 
all personnel and the entire infrastructure of RAMTeCH. The Facility layouts are as follows on floor wise 
and the respective HOD’s are responsible to implement the procedures in their corresponding areas: 
 Production Department 
 Administration and Infrastructure Support Department 
 Accounts Department 
 Human Resources Department 

 

1.15 System Audit and Logging Policy 
Auditing is done for all critical servers & networking equipment of RAMTeCH. Their events are logged for 
failure of events. Logging is the process of storing information about events that occurred on the system, 
firewall or network. All the logs shall be retained for a minimum period of one month or till the date they 
are reviewed and assessed. The retaining period vary from system to system depending on the criticality 
of the system. To minimize the risk of security threats we configure critical operating parameters such as 
password policy, access control etc. Monthly all the systems are checked for any non-permitted software 
installation. 
 
Establishing an audit trail is an important facet of security. Monitoring the creation or modification of 
objects gives a way to track potential security problems, helps assure user accountability, and provides 
evidence in the event of a security breach. 
 

1.16 Client Information Security 
The following review model has been adopted by RAMTeCH to ensure a continued process of on-going 
improvement to the Information Security policies and protocols. 
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Measures Relating to Client Information Security 

 
Management is continually aware of and has taken responsibility for the security aspects of its clients’ 
information. Security organization and resources deployed reflect this commitment. 
 Prevention is the first priority. Threats analysis and risk evaluations are carried out on a continuous 

basis 
 Preparedness is essential to mitigate incidents rapidly and effectively. Response plans are 

developed and tested to deal with assessed risks 
 Security measures and procedures are submitted for regular inspections, validations, and 

verifications by security specialists (internal and external) help in maintaining high levels of security 
standards at RAMTeCH 

 The level of professionalism, knowledge and integrity of staff involved in security matters on behalf 
of RAMTeCH are tightly controlled and are commendable according to the BSI ISO certification 
agency. Appropriate training plans, recruitment and contracting procedures are established and 
implemented 

 Any incidents, including security breaches and irregularities would be reported and recorded. 
Corrective actions taken are followed up through regular verifications to improve the overall 
security standard 

 Strategic focus and effort are put into making our Security Management System (ISMS) at a 
continual improvement process 

 

1.17 Operational Change Management 
Changes to information processing facilities and systems are controlled using appropriate change 
management procedures.  
 
 Risk assessments, including an analysis of potential impacts and necessary countermeasures or 

mitigation procedures  
 Processes for planning and testing of changes, including fallback (abort/recovery) measures 
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 Managerial approval and authorization before proceeding with changes that may have a significant 
impact on operations 

 Advance communication/warning of changes, including schedules and a description of reasonably 
anticipated effects, provided to all relevant persons 

 Documentation of changes made and the prior steps in the change management process 
 Change Control process includes a scheduled maintenance window and planned well ahead and 

communicated to users before the implantation 
 
Changes to routine system operations are tested and approved before implementation.  
 

1.18 Risk Assessment Approach and Management 
Risk management is a process that ensures company to balance the operational and economic costs of 
protective measures to achieve gains in mission capability by protecting the Information system and data 
that support their organization’s missions. It is the total process of managing risks to Company operations, 
Company assets, or individuals resulting from the operation of an information system. It includes risk 
assessment and Cost-Benefit Analysis (CBA) as well as the selection, implementation, testing, and security 
evaluation of safeguards. This overall system security review considers both effectiveness and efficiency, 
including the impact on the mission and constraints due to policy, regulations, and laws. 
 
As a preliminary risk assessment, Team Leaders/System Owners ensure that all systems and data under 
their purview have been categorized in accordance with Risk Assessment, Standards for the Security 
Categorization of Information Assets 
 
Risk assessment is carried out as per the standard policies defined and established within the company. 
All assets are identified and evaluated based on the principles of the ISMS requirements. Risk assessment 
is carried out in accordance with the guidelines of ISO 27001:2013. However, these guidelines are further 
simplified in a manner suitable in all manners to RAMTeCH. 
 
The risk identification is done based on the business requirements and infrastructure support it requires 
to run the business 24X7. The local legal framework and internal laws and data security requirements, geo 
physical locations are the major characterizes in listing the risk including natural calamity and disaster. 
 
The assets are identified and evaluated for risk based on the requirements of confidentiality, integrity, or 
availability of the information of these assets and or services. 
 
RAMTeCH systems face threats from many sources, including the actions of RAMTeCH employees, 
external users, and contractor personnel. The intentional and unintentional actions of these individuals 
can potentially harm or disrupt RAMTeCH systems and their facilities. These actions can result in the 
destruction or modification of the data being processed, Denial of Service (don’ts) to the end users, and 
unauthorized disclosure of data, potentially jeopardizing RAMTeCH mission. Therefore, it is highly 
important that stringent safeguards be taken to reduce the risk associated with these types of threats. 
 
General physical access controls restrict the entry and exit of personnel from a protected area, such as an 
office building, Server Room, or room containing Information assets/IT equipment. They include the 
protection of sensitive data and systems while in rest, as well as while away from the protection of 
company facilities. These controls protect against threats associated with the physical environment. It is 
important to review the effectiveness of general physical access controls in each area during business 
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hours and at other times. Effectiveness depends not only on the characteristics of the controls used but 
also on their implementation and operation. 
 
The risk impact level is evaluated, and appropriate treatment plan are applied. The approval of 
management is taken for treatment as well as residual risk. 
 
Treatment of Risk and Control Objective: Treatment and Controls are exercised based on the 
documented policy of risk treatment plan requirements depending on system sensitivity in accordance 
with procedure. Wherever required the assets may be insured as a treatment option or passed on the 
supplier. Such assets are clearly identified and documented. 
 
Security Policies 
Following is the list of relevant cyber security policies: 

 
1. RAMTeCH ISMS Manual 
2. Asset Management Policy 
3. Acceptable Use Policy 
4. HR Security & Training Policy 
5. Physical Security Policy 
6. Communication & Operations Security Policy 
7. Backup Policy 
8. Network Security Policy 
9. Access Control Policy 
10. Incident Management Policy 
11. Antivirus Policy 
12. Information Systems Acquisitions, Development & Maintenance Policy 
13. Systems Audit Policy 
14. Business Continuity Policy 
15. Supplier Relationships 
16. Patch Management 
17. Pandemic Policy 
18. Teleworking Policy 

 
External Review: or Audit  
RAMTeCH has undergone client review audits in past by our client for specific security requirements for 
the project. RAMTeCH has no history of any security breaches. 
 
RAMTeCH staff sign an appropriate confidentiality undertaking as part of their initial conditions of 
employment. This may be included in a Code of Ethics and acceptable use policy Agreement that 
establishes the principles of conduct that all employees are expected to observe. RAMTeCH admits its 
willingness for company to evaluate security capabilities. RAMTeCH conducts regular audits to monitor 
compliance with the security policy.  

 
1. It is the approach of “RAMTeCH” that all aspects of the “RAMTeCH” Information Security 

Management System (ISMS) are subject to an internal audit at least twice in every year. This helps 
ensure that not only policies and procedures are being applied but that new best practice can be 
gathered and applied 
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2. To establish, document and implement a program for the periodic internal audits at planned 
intervals to determine effectiveness of the Information Security management system. This feedback 
is used for control and improvement in organizational working 

3. Audits are undertaken as a means of determining how effectively the Information Security systems 
are implemented and maintained 

4. It verifies the compliance of the requirements of this international standard and to the documented 
Information Security management system 

5. The Team Leader responsible for the area being audited ensures that actions are taken without 
undue delay to eliminate detected non-conformities and their causes. Follow-up activities include 
the verification of the actions taken and the reporting of verification results 

6. Documented procedure for planning and implementing internal audits are maintained 
7. The frequency of the audit is twice in a year, which may be increased, based on the status and 

importance of the activity. The audit covers all processes of the organization 
8. Trained personnel, who are independent of those having direct responsibility for the activity being 

audited, carry out audits. Internal audits can also be conducted by an external agency 
9. The documented procedures for internal audits are maintained 
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SECTION 2 – ISO CERTIFICATES 
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SECTION 3 – CYBER INSURANCE CERTIFICATE 
 

 


